INFRARED SECURITY eLEARNING
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ROLE-BASED APPLICATION SECURITY TRAINING PROGRAM
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Infrared Security’s eLearning platform provides the necessary ingredients to develop and deploy
a tailored Application Security Training Program. Covering a wide range of application security
topics, you have the ability to define role-based eLearning course curricula unique to the roles
and responsibilities of key stakeholders within and beyond your product development teams.
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STAGE 2: Apply by Role
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Management Series
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STAGE 3: Advance by Risk

Building Secure GenAl
Applications Series

Docker and Application
Container Security

Threat Modeling
API Security

Building Secure GenAl
Applications Series

Building Secure GenAl
Applications Series

Docker and Application
Container Security

Building Secure GenAl
Applications Series

DevSecOps & Platform Security
Series
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EXTREMELY ENJOYABLE WHILE ABSORBING KEY APPLICATION SECURITY CONCEPTS
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COURSE CATALOG

APP SEC ESSENTIALS SERIES

Learners will gain an understanding of key foundational concepts relating to application security including
vulnerabilities and mitigation strategies covering industry-recognized taxonomies.

Course Duration
APP SEC FOUNDATIONS 1 hour
APP SEC FOUNDATIONAL EXAM 30 minutes
APP SEC FOUNDATIONS FOR MANAGERS 1 hour
MOBILE APP SEC FOUNDATIONS FOR MANAGERS 1 hour
APP SEC FOUNDATIONAL EXAM FOR MANAGERS 30 minutes
APP SEC FOUNDATIONS FOR DEVELOPERS LEARNING PATH 4 hours
INTRODUCTION TO APPLICATION SECURITY 10 minutes
INJECTION 15 minutes
BROKEN AUTHENTICATION 30 minutes
SENSITIVE DATA EXPOSURE 25 minutes
XML EXTERNAL ENTITIES 15 minutes
BROKEN ACCESS CONTROL 30 minutes
SECURITY MISCONFIGURATION 25 minutes
CROSS-SITE SCRIPTING 25 minutes
INSECURE DESERIALIZATION 20 minutes
USING COMPONENTS WITH KNOWN VULNERABILITIES 15 minutes
INSUFFICIENT LOGGING AND MONITORING 20 minutes
SERVER-SIDE REQUEST FORGERY 15 minutes
SECURING THE SUPPLY CHAIN: MAINTAINING SOFTWARE AND DATA INTEGRITY 30 minutes
CROSS-SITE REQUEST FORGERY (D 15 minutes
OPEN REDIRECT 3 15 minutes
AP| SECURITY 1.5 hours
MOBILE APP SEC FOUNDATIONS FOR DEVELOPERS 3 hours
FOUNDATIONAL EXAM FOR DEVELOPERS 1 hour
OWASP TOP TEN 2025 AT A GLANCE (D 15 minutes
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COURSE CATALOG

BUILDING SECURE APPLICATIONS SERIES

The Building Secure Applications Series gives developers practical, language-specific guidance for writing
more secure code. Courses focus on common vulnerabilities, secure coding patterns, and technology-specific

controls that help teams reduce risk in the applications they build and maintain.

Course Duration
BUILDING SECURE .NET APPLICATIONS 1 hour
BUILDING SECURE JAVA APPLICATIONS 1 hour
BUILDING SECURE JAVASCRIPT APPLICATIONS 1 hour
BUILDING SECURE C/C++ APPLICATIONS 30 minutes
BUILDING SECURE PYTHON APPLICATIONS 1 hour
BUILDING SECURE RUBY APPLICATIONS 1 hour
BUILDING SECURE GO APPLICATIONS 1 hour
BUILDING SECURE MOBILE APPLICATIONS 1 hour

BUILDING SECURE GenAl APPLICATIONS SERIES

The Building Secure GenAl Applications Series helps developers, engineers, architects, and security teams
understand and reduce the unique risks introduced by Al-enabled applications. Courses focus on prompt
injection, sensitive data disclosure, insecure Al workflows, unsafe tool use, and practical controls for building

trustworthy GenAl systems.

Course Duration
BUILDING SECURE GenAl APPLICATIONS: PROMPT INJECTION [ NEw ] 30 minutes
BUILDING SECURE GenAl APPLICATIONS: MITIGATING SENSITIVE DATA DISCLOSURE EBB | 30 minutes

DevSecOps & PLATFORM SECURITY SERIES

The DevSecOps & Platform Security Series helps technical teams secure the environments, pipelines,
infrastructure, and deployment practices that modern applications depend on. Courses in this series focus on
practical security controls for containers, cloud identity, infrastructure as code, and secure software delivery.
Learners explore how to reduce risk across build, deployment, and runtime environments while supporting

Course Duration
INFRASTRUCTURE AS CODE: IDENTITY AND ACCESS MANAGEMENT IN AWS 1 hour
INFRASTRUCTURE AS CODE: IDENTITY AND ACCESS MANAGEMENT IN GCP 1 hour
DOCKER AND APPLICATION CONTAINER SECURITY 30 minutes
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COURSE CATALOG 5 l

SECURE SDLC & RISK MANAGEMENT SERIES

The Secure SDLC & Risk Management Series helps software teams build security into planning, design,
development, and governance activities before applications reach production. Courses focus on integrating
security across the SDLC, defining security requirements, identifying and prioritizing threats, and
understanding compliance expectations in a practical, developer-focused way.

Course Duration
INTEGRATING SECURITY THROUGHOUT THE SDLC 1 hour
DERIVING SECURITY REQUIREMENTS WITHIN THE SDLC PLANNING PHASE 30 minutes
THREAT MODELING 1 hour
MODERN APPLICATION THREAT MODELING 1 hour
SOFTWARE SECURITY COMPLIANCE - A DEVELOPER-FOCUSED APPROACH EED 30 minutes
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